METHOD FOR INTERRUPTING REMAINING TCP CONNECTION 
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Abstract of JP 2001016253 (A) 



PROBLEM TO BE SOLVED: To relieve a load of an 

exchange for mobile ternninals when an IP address of 

a mobile terminal is changed attended with its 

movement by generating a TCP segment to interrupt [' - — 

a TCP connection for a received packet and -f-^ f 

transmitting the TCP segment to an IP network in the 1 J 

case that a destination address of the received ^;:::^....,| »^ 

packet is not assigned and contents of its data part Li:i..„.J "^^^^^^^^^^^ | 

point out TCP segment. SOLUTION: In the case that | ^p^^ j } 

no destination address is assigned to a packet | H 

received from an IP network and contents of a data ^^2:1^^^^ 

part of the packet point out a TCP segment, a TCP ] Lfu^™-H~"H J 

segment to interrupt a TCP connection pointed out by | J^p^ | j 

the TCP segment of the contents of the data part is | | 

generated and transmitted to the IP network. A :|%^^ L^^^ 

packet exchange PDSN 105 is provided with t CL..^^^^ I 

containing channel l/Fs 201a-201c to contain BSC i H 

and a network l/F 202 to control a network channel to | " 

a PDGN and also with a packet buffer 203 to | ^ -^^^^^^^^ 

temporarily store packets received from each 1 ^^i^^^ , j_L/ 

channel, a CPU 204 and a memory 205 or the like. 1 | -^^^^^ ' 
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Sft t;^c^^°^- ■/ h ^Ox-^'gP<50|*I^*i'T C P -fe:^';^ y h 
S i ^^iJS^S TCP W^^a t . 

tcMaTTi3i;,-r. y^°^^.y ^^o-f-^g|5cO|*I^:^f)i 

T C P -b^-^ y h f -fc S^i-^a , SiST C P -fe^-^ >- h 

^yov^i'^^h. iFtrnzmm-rt^h^mmt-t^ 
[ifii<ii2] mwicnmm-MtK %mh^im\zmm.^ti 

f^m^^b I PfflcoraT-MSfi^^^N-^-y FOr-^gU 

c p -fe y h S t^-^i^z . Si^T c p -fe ,>< y 
F&ft?WLTTCPr7^-.^;/3y4:f;^,&^l^^, TC 
PrJ;t-^>'3y«ilW5i:. 

TCPa:t-^'i/3 y^-roilf-n>:^^i6tf0. -tHirJ^-b 

ybf^jiSc^s^iatt, I PTK^xo 

CPn^-i^i-sy -g. *S-&{d: . I P ffltc SiST C 
P rJ^-:?' 3 y5r«-ri.^ci6c7)flIilTf^5^-fe^"^ y F 2r 
•f^fiS t iifi^^ i t It t ^l. T C P r? ^-^ ^ 3 

yflJif^ffi. 

^'v'B yWiiT:^a;T-&':.T. 

mriatnirf^-fe y':Ayht\ T c p ^ -y ri^mm y ^ 

i?-«RSTt''y 1 tCfSSLfcTCP-fe yhT-fc 

■s. i t ^mi;-r-i.awTc p n^^^ 3 ytmyjm, 
[i**iM4 ] ifjRJS 1 tfzii 3 iztmc^m^Tc p 3^- 
y 3 ymm-)jmx'h x . 

f^TCP^-f^yVXM. ii^^J. SiSTCP-fe^'";'<y 

Yif^ TCP^^-^'y 3 ysoffi^g^Sr^-r-fei^^y h 



Xh td^^i;\t . ^iST C P -b ^ y h so^t" T C P 3 
:f- ^' y 3 y^mWth tdtyiTimmWY^"^ y F I p 
ffltcMflL^rv^i ^ * ^fflt^^SSTC P 3^-^' y 3 
yWBf:^ffi. 

[WiRiI 5 ] ft^il4 (clBttcoSST C P rj y 3 y 

wmimxh-^x. 

I P»^*^SftL>"c^N°^>y Ft;-^ttL-g>TCP-fei^'^y 
5 QXfyh m^t/Z . SiST C P -te ^-.X y b 5 T C P 

3 :t- ^ y 3 yco^itSs^^^-r-fe y h t f tet" i 
t ^^tlS t f l>SWT c p 3 y 3 y t:o»f:^ffi« 

[il«]l6 ] ft^Tll tfzit3tfzii4tfzit5^zmm 
con^T C P r? y 3 ytm^'&Xh -5 1 . 

^mmmzwmxx\^^^^\^^i PTKyx^o. ^c?)Sij^t 

TC P-fei7-^yF^^fiL5r<5:'>T*^A,TC Pa;t'-^ 

y 3 yimm ttz t ^^^'ttxcommt:sm-ti> . t c 
p 3 y g yMS^^ LBtp^ia'fi^g^iaft. 
I p r H y B#Pa1?&i'T c p 3 Jt^^ y 3 yfitM^^ t 
mmiii±i,z^'>fzi§-^it. sisi PTFyxa^Tc^Tc 

P-fe^Xy F^SflLT^.. SflL/tTCP-t^'-^yF 

co^-rTcpa:T-^y ay^-rosff-ti.T'^sbco, 

^9'^yY^ I PffltcSfiL^V^itSr^^Ht-rSS-g 

TCP3;T^^'y3ytm:^rS» 

6 tclEMi^^-ii'T c p 3 ^-^ ^' y 3 ymm5'&.xh -> T . 

mmm-^WMz. 

Wiffg^-b^-^yN^ I Pfflt;ilfin>M^t=5rS«fi 

V F so jlfiTcT F y X , Mfi7c*i°- F . jitt^tr f 

yv^, j^m^fe^K-F^rlE'lit-S. TCPrJ^.^'y3yia 

Tcpn^T-i^yH yiE'[iW5t'fS'[i-r s jMfiTcr f y 
X. i^fi7UJ^-F. jift^feTFyx. iM^i5t^^-F** 
-^h^^'r-yV^-^-^yv-th. -fcxiiT3:t^^y 3y±^N°^ 

-y F^-^y F^g^. 

WKIfJiTn-fe^''^ y FilfiiO-f y^-y WI&yN"^- ^y FSSc 

xwm-h . y^-^s■;^^^°^-y FifciE'li^s^tatt. 

■roHf 4- ^ y 3 y ±^ F ;^f y F ^fS'r-;^' y F L 

^K-fe^'^ y F ^iMfit-i> i t t t--ss®Tc p a 

^^^'y3 ytjjiT:^^;. 

[ffiRIIS] ft5l<IIl tfci±3t/tH4tfc{±5tfc{i: 

6 tciE®soS^T c p 3 ;t- y 3 y-txiir^a^ T-fc -5 T . 

mimm'&mm.z^ 

WifJi^-fe^-^yF* I PWcjUfi^^M^t^-ssfi 

'y F <73jMft7nr F VT.^ mWtit'- F . jMit^T F 
VX^ iMftJtTK-F^I&lt-ri.. TCPrj:t-^'y3yfE 
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I Pim^^^mLfz^-^^-/ h corner vuxt'^m^^ 
mmtmm^S:TtmLfzmti^^y^~y^)mm9m^$& 
a^T c p 3 ^-^ ^ ^ a ywmi^m. 

[000 1 ] 

-tf - fxa: y T * ^ ^ N'-^ -g. ^±#1 
[0002] 

T-A;^)^S,'?>. NTT D oCoMoT-^— ■ — 
■f;kVol. 5No. 2c7) ^^^i!)y^°:^.y haftS/Xr-vU 

-jhV—^^HrLX^ y^-^-y htcSM. r-^-^'vY 

mm^'^-^^Ltt^x'^h, I pffltio^^-b-^^-^jiSb 

^ I PTH"l-X^S-fe>. ^CDT Hl^Xt |5]t^->y h^- 
PTKl-'X^3i^t-r'S)^N°^'/bi^\ I 
PfflTiiclto^- h'^x-^ >'i?-S;iiT< .So 

[0 0 0 3] Lfzifi-oX. ^o-)y~Y^x.AtitLX-^ 
y9~^^'yV izmm L fz V -^JS^ictS . b "^ai^ CO I 
PT Kb-X^|llt^-'/ hy-i^S-f-trt-:?! PTh'l-'X 

- fx ) L t § tci&S^JtcfiJ 0 S T I. 

f M L T V ^ ^ Rati . ^-X ^ ACT)-*?-- fx 

I PTYv:^f)m'o'^x i^fihmmitc^''^. 

[0 0 04] —ij^ lg3-t«:-fttB?{fixS}i®fliSj^X-f 
I^tm^^^X-^h „ itOi^XT^AJS I MT-2 0 0 0 
DftrnTl^-So *llT'ra^tt5^0c dma 2 0 0 0^. I 
MT-2 0 0 0cOlST-fc'S>, 

[0005] cdma2000 Tii, P D S N 

b mifih^'^^ y vmimmt-x-mmmm^coiv-f 

^ y-^^^X'^-^y y V SrtejM-rS P D S N*^^, , ^ 



[0006] 

[^fM*WftLJ:3i:-rSlia] cdma2 0 0 0T' 
H , Ji^miSi^Xf-AiD-r- b-xx y r 1^ $r 

DSN *i'Wii-r-5>-*f- b'xx y r r9i*^^**^'f?itt lj^cj* 

^T"S> S <, c d m a 2 0 0 0 T1± . -y b -"f- 

fXSrSiR-f-St, S^^^^PD SN4T'^0^^°^^.7 bM 

ftffl^ ^'x ^ ^mmm^cf^y'\=t v a jvx-m.'^ l ;t a. mi 

-PDSNTBlt^PPPyy^'^ffiiL, IPCPtcj;^ 
Ji3f;C7) I PTKb-X^iiJDSTS. 
[00 07] t7t>f)i-5T. y^'-^-y b t^^°^^ 

■y b®fi*^fV^5:/f!ii;.PDSNfg^^Klt:^^«-^t. ^ 
*t#K)7fe«^PDSN tiOrat-BSPPP y y:??:^* 
h^tz^j:lPTYh-X^m'Omx^. ^c^b^.^ 

■y b:6Hy^'-JT-v b?&-^>ii^>^licttTV^S„ ;ix*^cO 

■'^"^-y b{iMl;ifttcPDSNc^m#Sr*< ^t'c. T 

^'•feX^tt^-f y^-— :t--y bl*)-9-— ^WR— o-—- tfc^lHjKf 

S^r^-feX^^±LTVi§;^-^«S, 

?fK)5tPD SNET:*^^>SfH.->I PTbl^XT-tf-^StC 

ri?-fextJ;-5^t-rt. TCP3^-^'v-3 >-*^-*f— 
mv^-ij^T^h {—mm^zi,i3ji-) Lxmicnr^^ 

xtm'T-tht.X'ltTi'^xX'^ ^j:v^:ib tc^r-S. . 

[0008] 

immtirLXf^^ y hmm&^n ifKis^t; i p r k 

I pmt'h^mLfz^^'iry bto^itr bPx^i'sijaT^ 
fijjg^^ r b ^xstjsTm^¥iJ5E#st , s 

ft L>tv \°ir .y b co-f'- ^'SE<7)F*]^*iT C P -b y b T' 
h^Zb^: fm-t^ TCP #iJS#g b. ^ULtzTCP 
■fe ^'^ y b tfO^-f-T CPr7:t-^'~^HySr AJW-T tzl>b(r> 

^mmTjk-f^^'^yhim^m^mf. i pffl^-'^sftu 

:'::^^°^--y b<7)^5feTbb'X?5>"»JSTT*3^>-r. t''-:>. 
^ .y b c^-r - ^'g|5cO|*I§/&-'T C P -b y b T-$> S ^ 
^!^|gTCP-t^-^y bcD^-rTCPa;^^>'a y^ 

Wlif-rs/::i!6coTCP-b^'Vyb^ffjS;L. i pfflt^iM 



[ 0 0 0 9 ] ^KiSMt;. iHMffiUSM 

mmizm 'o^^x^ ^-^ -f-^ -y"? r^^ y^g b . mmm 
^b I pmcomx-m^m-t^^-^^-y hcor^- ^^m^^Tc 

p -b y b ^ ^-^t: , m^TCPtyj<yh^m 

tf LTTC P 3^.^' ^ H y«®^«at--?. T C P rj 
3 y«a#Si; , TCPu^-^^'^'a y ^WBf-rS fzib 
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[0010] ttz. ^m^mmco. wmi^-^^>'':< y h 
mmizt h^xdn^^mi^-rtzMz. ^mnhmzw\>om 

a^^^^'B ycDm±mi^ & ^-r-t i^'-x y^-z-h-otzi^^ 

[ 0 0 1 1 ] ^m^iimm^z^ ^m^mzwmxx 

yh^^mL^^K^-yx^^hTcpzi^^^i^ayitmm 

ymm^^j:Lmmim^^Siiim. i ptkl-xs^i* 
ra^^T c p rj^.^' ^ 3 ymm^^x Lmmi^Lt^z^x -^fz^m 

[0012] tfz. ^m^mm^z. wj^^s^r^'^ y h 
^ I pffl^;^Ifi■rs«*i:^-l.s^i^^°^^.y hc^mmitT 

^ia'ii-r'?>, TCP3:f^'>'HyiB'ti^st. Tcpn 

;i^-F, Mfi5feTF^X, Mft^c^-F ^Wf ^^N°^-y 
F*7!?'»'F-f-'S.. Wrj^^^'i^Hy±yN°^.y F7^l^>' 
F^S^:. FjMficO-Y y^'-^WlSr 
■^N°ir-y FiScT'lS'li-rS. -f FiSElB'fi^ 
S&tatt, -JKWttlTf^^'fe^'V>F^MfttT;0^^^ y 
ys,7^.'^°^./ FiS[7"i^t^7)^^°^^ -y F ^|s]— TC P r}:t-:?' 

, s^t^^°^ -y F ^mm-th . 
[0013] i/c. ^m^^mm^z^ wmi^^^^-^ y f 
^ I Pimzmm^mm.b^j:&^m^^y-y hcommjtr 
vux. mmjc^-h. mimrvux^ mim^'~h 
iim-t^ , Tc p rj^.^ 3 yim^mt . mmm 

LXt^t^A y^'— ^s;;l/B$faga§-rStT-(±, |B]— TCP 

y F ^3MfHi-f t^. mt'-^'r F ^im-fh . 
[0014] 

[0015] HIH cdma2000 f 
^■y Faffffll 0 OcOffifiScSrS^LTV^S, PClOKi: 



M S 1 0 2 t *miIim-C«i^$iX. I P^-^^ ^y F S 
1 0 2mm^5'?.('^«±MS 1 0 2?!)^A,Smt-S<. MSI 

0 2t,mm^^';r-y hmmni ootim^-t^wmmTh 

BTS 1 0 3i:CDMA^rs^tcJ:-g>ilMftSrtf 
d , BT S 1 0 3{i:*IIIStfiMSaT* 0 . B S C 1 0 
4t;*JSIll*lT-«M$ixTV»S. ^I^J^^°^r.y Ffflflffll 

0 0 i^<5o# B T s i,±^fi^-fi:^mny'- y^ms&L. ^ 
ii^c^m$§,v-yx'mm&mmi^zi)^'i--t^ z t x\ w 
m^-^-y-y Fiififfli 0 ocr,^~-izxjiOT^mf&-r^. 
BTs 1 0 3{i:. ^mmmi^^^mny'-yiziiLmt 

-S.aiS:«MS 1 0 2i:llB#jlfi5:fi 0 » BSC104{i: 

mmmmm^mTh ^ , mm^oB t s i o 3 ^mm^ 

So MS102i;BTS103 <?)fg«*E|Sr n F zX)V<7y 
VA^2>,t^ 5l^tCt±MS 1 02 t BSC 1 OAX'^M 
-rS . P D S N 1 0 5 V FfflsOfft&icMffit'fc 

0. aiS[«7)BSC 1 0 4SrIR^-rS„ MS 1 0 2*^f>P 
DSNl 0 5t-C-{i, rj^t-^'i^g y^yxy-f -y F^ra 

X\ ZCOmmX'li. I P^N°^r.y F^0^>y:^'-'fifxtKr3'l,^f^ 

1 P)V—'r-i yy\inht£:\-^. 

[00 16]— :^r. PDSN 1 0 5;^;^J^PDGN 1 0 
6 . -O-^-^-y F 1 0 7 tX\t I PfV-'r < yV^'fs 
3fzt>^ #PDSNt;ii7'n— ^VF^I PTYVXtfm 
Oat^iXtV^-So PDSN 1 0 StC^SV^T, MS 10 
2fJJ<7)rn F y^'— 'y F 1 0 imorTu F 3 

;F<50^^* ^f -5 . P D GN 1 0 6 ii;#ttl^>°^ 'y F3lft*H 
1 0 OW-^' yf~A^-y F 1 0 7^«y— F^^Ji^-f 
S, PDGN 1 0 6{±1Sifci?)PD SN 1 0 5 tg^-f- 

PC101(±MS102. BTS103. BSCl 
04. PDSN105. PDGN 1 0 6?:fr-tT-^'>-^' 
F 1 0 7tcS)S-*f-^^"i: I P^>°^^-y FattSrtf a 
t *^'T-# S . M S C 1 0 8(ilMl^3cj^fflc7)^|)j^j^ 
t^O, HLR.1 1 OtCffiggSil-CC-^So HLRl 10 
aPC 1 0 l^TWN°^-y FdM >'^'-^--y F 1 0 7*^ 
^>PD SN 1 0 5tc;F-T-^ y^'"§^XT§7tfc$tCMS 

[0017] A y^-Jt-y F 1 0 7/()^A,PD SN 1 0 5 

tCl P^^°^^.y h;0^*ft-f-St. ^^feT F l^X M S 1 

0 2 c7)|iSiJ#-^?:il<*6TiET<^B S C 1 0 4 t^fiSiR 
^jSftt-S, BSC 1 04i±MSC 1 OStCMS 1 0 2 
c^iiSW^ ^M*nL, MSC 1 0 Sz&i'HLR 1 1 0^1^ 
BSC104. BTS103 WMXm S 1 0 2 (5D^ 

-i^>i?'^^f 0 „ MS 1 0 2dix-i^>^'tcjie;s:-r'g. 

MS102-PDSN105 WiOMMi'^xmkTi.^ 

[0018] 1I2{±PD SN 1 0 SiOtfjS^JSr^-riaT' 
hi. PDSN10 5ii, BSC 1 04SrlR^-r-&JR^ 
[H^I/F 2 0 1 i:, PDGN 1 0 6^«^-y FV— 
0iS&M«^l.^-y FV-^- I/F202t. #0^*^ 
^iSfiLfc^N-^^y F^-B#eijt;tg||t|-r'^yti!6cO^N°^'y F 
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^^•yyT203b. CPU204J:. ;'<^i;205^:. 

zti^^ ^mmt^^^y y hm^<:^-^ 2 07 1. mmm^<^ 

20bt^ih>^£^. iR^[ll^I/F2 0 lit. iR^Il]^± 
(7)a^l•^^°^K5t7°a h rj;i/«$iJtP. P P P U y^MW^ 
PPP Uy^MMT-tt. PC 1 0 1 t^fiJOEST-g. 

1 PTVV'X(nm^^:UWffi^^X2 0 6 Sr1>LTC PU 

2 04t^iift]L, CPU2 0 4Ji;^^ U 2 0 5^;^g^ftL 
T*.^-!. I PTh'l-XSiJ^T"— y;t'Sr#!SLT. SV^TV^ 
S I PrK^XSriR^[ll^I/F2 0 1 tcMa-T-l. , H 
Sic, SIS I PT KPxSija-r-7Vt/3 0 OS:^t-o 
[0 0 19] I PTKI^;^fJST— 7Vk3 0 0{i. PC 
10 1 tMtr-f -^5 v^'T-^-f I PTKl^XS 
0 1 -fcOI PT Kl^X^&ifija^^ (ffiffl^') 

9 ^-'^ 3 0 2 t . I P r H 
^■otzm-^iZ^tcD I PTKkX2:ffifflLTV^SPC 1 0 

-f-303i;,ffiffl4'IPTH PX^OWJfcStlT^C i: §^ ^0B# 
S[J^^-rSiJ^!^ft?I^B#giJ3 0 4 o 
[0 0 2 0] CPU2 04{i. I PTYUXm^^'r—y" 
)1'3 0 0|*I<?3fflfflct):7 7^'3 0 2tfi^mm'Z-h^ I PT 

ffiffl4i75^''3 0 2 *ffiffltt3tCfS5E. JK^lIIJlS-9-3 0 

[002 1 ] ±fz. f^'r-; vw&%^~jm(^MWZ'mMm 

^ I /F 2 0 1 -tfiC PU2041CIPTK b-AMSfeSrS 
*t^ctS«i:. CPU2 0 4{i;SigI PTKl^Xtc^JE 
LfcSffltti 7 9 3 0 2 L . tlJi3»f^(f#M 3 

0 4 ^^^ll^#SlJ^^Stt^§ o 

[0022] Jf-y YV~9 I /F 2 0 2(±. ^t-/ hV— 

2 0 7^^LT^^°^^■7 h^-^-y 7 r 2 0 3 , 
CPU204(±I Pr^" I^XMSt— 7>3 0 0 *#ES 
L, S^t^^°^^■/ hO^Ttr Fl^X^ I PTKl^XS 0 1 
LTiR^III*l#^3 0 3 &5l<fe. ^-ixtffl=M-r-l.lR^ 
mm I /F 2 0 1 t SiS^N"^ -y F ^ jlftt--g. « 
[0023] fR^mil I /F 2 0 1 
■y F^SflL^c^-^ii. >^°^^-y Fffl^^'X 2 0 7 LT 
VN-^r-y Fys-v:7r 2 0 3tCfSS*lt. ^--y I /F 

2 0 2 tCj^ttit--?. » ^M-Cii^- 'y F V-^' I /F 2 0 2 

5tr Fixxt^^-^'viT^T-'y Fy-?' i/F^ptKt"i>ie:^ 

D , ^c0f^46O;F-7^ ^- y^'T--7";K± I PT F 

\yxm'^'f~y')v 3 0 0 i5i«. ^ ij 2 0 5 [tm^-t 

[0 0 24] a 5 (i. PC 1 0 1:^?M y^^— ^-y f 1 0 

-"rvyMX^hh.. PC 1 0 ffiMLT^^^MS 1 

0 2^3MU^°^v hfflfiS^^Mit-l) t . MSI 02 
tiPDSNl ( 5 0 3 ) tTcoa^i■^^°XWlt^^f 3 (5 



0 5). m\%y^x(7miLii^m:t>h t.Msio2(±pc 

10 1 \zn:?M^m^^mkt^ o ^^Yik. P c 1 0 1 

{iPDSNl (503) fci7)PHltPPPy 
LC Prn br?;WcJ: (5 06) . PPP'jy^^ 

(/miLt^'^T^'h P CI 0 1 (i: I P C P r n b r7;i^ 
izXKl^^^^ii^^^ I PTVUX^PDSN 1 (50 
3) t^grJD^TTt ^ixt^iDPC 1 0 Ki-f y 
^^-^-y bF^^O^f-^^^5 0 4 J: I PMfi:*^tf ^1.. 
PiT'^TCPrJ-^^^'S^H y^PC 10 1 

5 04</)mTmiL ( 5 08) t'-g.f^iJ^^LT V^^ . 

[0 0 2 5 ]El6{i. PC 1 0 1 ^S-5 0 4^^PH^T^' 

SS^it-|) I P^^°^v h^^f . y^- 

V^y hJ:§U(7)»Wa{it^y b^^^^t^o I Pr^^^y h 

6 0 0(3^^^.^T. 5feII4t:''y bCOVersionG 0 1 (i: I P 

yl^"y^—^-/h^^LX^^. Versions 0 1 (C(i;4 
^^-'r^ y^^'-r^o mie 0 2ltlP^y^"c^)M^^ 
4:^^T'^y bWiT^t^o I P^^yr^^:tTiy 

3^613 Srjt/^c^t^^*-^(±Destination Address 6 1 
2 tTt}^^-/iy^T^^cr)T. 5^=I-T^V >^^"'-rS. Ty 
pe of Services 0 3l±. ZC^r^y^y V^Z^^t^tlh^ 
^fXp^pW&^t"o Total Lengths 04{i. IPrt^y 

VmtLXmr^o Identifications 0 
511. PC 1 0 1 t.fzl±^-r\5 0 4/^?^"MfiL/'cV^x- 

^-9{Z^m^&^hfz^(Dmm^^^^. FlagsS 0 6 

{4. i^-^^a¥4^N°ir>y v{z'jfm^htt^(^mmzm\^ 

h . Fragment Offset SOT Itf—^^^imi^Z^m Lfz 
^> t^O^— ^T^Tc^ea^^^o Time to Live 

s 0 8(4. m^^^'ry vm^-zvy-^^i^z^^^hz 

t t^-Q^ S S 0 ff^Pal^ S^t-o Protocol S 0 9 (4 I P c7)_b 
{m^ruVz2)V^^L.. Mx_(f. TCPc^t^^JiSr 

Header Checksums 1 0(4. I P ^(r)^ j:. ^y 
^^I^^yf^^, Source AddressS 1 1(4. I PJ^^^yh 
(^WHjtC^l PTYVy^^Tkt. Destination Address 
S 1 2(4. I Pr^^y V^:>'WtTYV7.^i^-t. Option 

ss 1 3(4. mm<^'^-/^^z\±'^t.fi^xv^:^ri^Bym 

m^^^fz^l^zmv^^tlh I P^v^"'tCOptionS 1 3 
ffi^t.tLt^:V^m^hh^. Paddings 1 4{4I P^^y^ 
c^S §Sr4^^x^yb C^-^mMzm^-t h fz^ <7) i> COTh 
0. OptionsS 1 3t)^4:t^'r-/h(r)imiL(^Z^X^^^^^^^ 
-^IZ-^ttl^. DATAS 1 5(4. I Pi?)_heilT-*S^W 

[ 0 0 2 S ] m7ltTCP-^iy^?<yhcr)y^-^yh^ 
b_tgpcoSMi(4b^/ N^-^S:^^. 
source Port? 0 1 Hilifl^J^X f ^0;^"— D 
estination Port? 0 2 {4SfirhX bS"^^^ 
Sequence Number 7 0 3 (4TC P I? >^ 3 yJiT^ 
MiM-r^f—:^ (^TCP-^r^J'VyN 7 0 OiODATAT 1 

siz^^&Lxmm^^) izy^-^^^yhmmzmmm^^ 
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^fM^^T^^y Acknowledgment Number 

LTV"^^-b^?^Vy h^OSequence Number Data Of 
fset? 0 5fi:. TC P^>y ^4 ^^T^^y bmffi 

r^L. Mi-Sf Options 7 1 S^r-^i^t^-^r^'^^y bc^ 
ti^{i5 t=5:So Reserved 7 0 6 {i-lzn 
fSo URG7 0 7{i. Urgent Pointer 7 1 5;0^iSS§^X 
Xi^^i}-''S^-''t^^. ACK7 0 8{i;. Acknowledgment Nu 
mber 7 0 4 t/^m^ § ^XT V ^ ^ ^ . 

[ 0 0 2 7 ] PSH7 0 9(i. y b ^Sfl Lt^T 

^-r^f^^sbCOt^y RST7 1 Oii. 

^t'^fc^s^^Df^y hTfe-g.. SYN7 1 lit. TCPrr^t- 

t"^y FIN7 1 2l±. n^^^3>3 ycOftl^fe^^T 

3/-c^56^^-tr^^■^y^T■*^)S^i:^^t-b■^y bT-^S)^. Wi 
ndow7 1 3{±. ^-Ir^-^^y Acknowle 
dgment Number7 0 4 J: oT^^x^:^^ ^ 1 ■^:^'7^^y 
hBtLX^immtcf-^m^^^. Checksum7 1 4 
ti. TCP^^^y<yh(^^j:.-/^^M.Th&. Urgent P 
ointer7 1 5i±.. ^MMm^^^-^ >^ y h C^mT M 1 8 

Options 7 1 6l±SmT^hMiK'^^^^^yhM't^^ 
■t^^-^mizm^'^^ti^. Padding 7 1 7(±TCP^>y:^^" 

:t 7" V b commmz^^ ^xo ^zmi^^^fz^co h 

[ 0 0 2 8 ] DATA 7 1 8(i_beiiT^>£:^S*Wfg*^lSSS 

[0029]E|8{^PC10 1*3 j:I>"MS 1 0 2f]^PD 
SNm^fmLfz^&'^t^z. fmmcoTCPa^^^^yBy 

^wm^^i^-^y:^mTh^. pcioiiiM 

S102. BTSl (501). BSCl (502). 
PDSNl ( 50 3) ^^LT^f--^^"5 0 4 tTCPa 
fi^tT-:>TV^?t^c^tt-So MS10 2A^^PD 

SNl ( 5 0 3 ) lET^OBTS 1 ( 5 0 1 ) P D S 
N2 (803) ET^^^BTS 2 (801) 

MS 1 0 2l±r^yv:yfy^S'^imzmmL. PDS 
N 1 (503) ^ T■c^fflfi^^°X^OT^l^ (804) . 
PDSNl ( 50 3) T1i:. ^n^TPCl 0 ItCMO 
STTl.^/-^ I PTVUX^mW.^^ ( 8 0 5 ) . MS 1 
0 2 tif^Sj^fe^OB T S2 (801) . BSC2 (80 
2) ^i]'LXPT)SN2 (80 3) S T(^)am^N°;^ 
Jtt'-g. (806) . MS102{iPC101 ^ZMaL^T 
^aat. PC101(iPDSN2 (803) t^^OPsTr- 
PPP y y^^lt (80 7 ) . I PT F^l^XfiJOST 
(80 8) . TCPn:^^^i^ symiL (809) ^^f3 
ZtX\ ifLVU PTKL-XTJ)SB^fflV^T^f-^^^5 



04 taftt-S^t>6^X'^i=So 

[0 0 3 0 ] — ^r. PDSNl (503) ^-9--ys;5 o 

4i7)PBia±. MSI 0 2mm'r^mizmmtx\^fzA 

t\-^0 I PT]-UX^ P b\-^oyt^—hlzM^^TCPa 

y B yfj^M-jXi^^ . 0 4if^'Z(^)^^-^y 

nyT-^TCP-b^'^j^cyb^PDSNl ( 5 0 3 ) f^zmit 

Ltim^^. PDSNl (5 0 3 ) mmsi O^n^K 

Zcr)a^^^yBy^m^'t^fz^(^ZRS17 1 Ot}ncr)T 
CP-t^^'^^yy-l 0 0 &DATA6 1 5t3Wo I PJ^^^y h 

6oo^^-^<504iznLxmm^^. ^tnzi,^^ 

— ^^"5 0 4(± I PT^■^^XA. Nptcrat~-&TCP 

-i^^^ysytrnm-t^^bt^T^^ (8 i i ) . ^ 
io. *^jTiiRST7 1 o^nco-^^'^^yh^m^^^x^^^^ 

vmi 12^ncr)-^^^^:^yhi:mm-t^^th'^m 

[0 0 3 1 ] EI9 WJSS 1 Oco^^m'Sr^-tfz^crimX 
ftS. ^-y bV-^^HI^I*-^ I Pv^°^«y h^Sfl 

^-g^ t ( 9 0 1 ) . I P-^N°^ V h 60 Oc^DDesti nation 
Address 6 1 2 Sr I P T K 0^^-— :77]^ 3 0 0 I 
PTH]^X3 0 1 t UT. 0 2:*^^*ffiffl 

^^-ii^^d^^-^^te^-^ (902) . mm^xhtii^^m.^m 

m^^3 0 3:^J^■^t-K^IIIIt^^. ^ISI P^A°^^>y b^P 
PPyl^-Sy^J'-^^tf -^^Titmt-^ (9 13. 9 1 

4) . X^>yr9 0 2(C^oV^Tffiffl4^y^i^""3 0 2yO^^* 
ffiffli^tl-^fi. I P^^°^^y b 6 0 O^OProtocol 6 0 9^ 
^T_t©rnbr7;l.?^^^TCP:6^H'd:6^^WSt--g> ( 9 0 
3 ) . TCP't'^rl.-^tl^ti. Sfi^^°^^>y h^^^ ( 9 1 

1) Lxm&ip^^y-/hizm^^mm^mr^t. 

[0 0 3 2 ] X7"vr9 0 3trfcV^T. ifiTrrfiJ/^^ 
f/TCPXh^m^li. M^mmt I PTKl^xSiJSr- 
-:7-;l^3 0 0cr)W\m$^^M3 0 4 07)^:^^^ I PT Kl^ 

^xmm^ttxti-^comMmm't^^. ^tit^h^L^ 

KM&T dX^^^i-^-^-b^dfj-^n&'t^ (9 04) . ^ 

^j^T dmrsa±nhtitc\^^m-^itTc pzi^^^^yB yit 

-txiz^-zs 5 0 4 Tii i UTLS-:>TV^St;^ 

^^^mrsxh^o iPTvuxmm^tix^-^coum 

(911) . mm^mr^^o x^r^yrg 04izti\^-^ 
X. ipr¥y^^mm^tLX^-^^(^MMmm^^Tda 

TCO^&'^lt. SftL/^cTCP-b^-';>fy bc^SYN7 1 It}^ 
1X\ ^^OACK7 0 8?^^^0TS>^^^S-4^iJSt~^ ( 9 0 

5) . ^ti-fj^m.^AL-Jm-^lt. ^c=OTCP-fe^-j^yb(i: 
^?--^S^5 0 4:i^"TCPn^.^'S^3 y^O^iii^^^LTV^ 

^l^c^rfeO. Lfz^^-^XTCPa^^^yBylt^mAL 

x^^(^x. ::3^-:^yBytmw^^WMm^zmm't6 
sm-tp< . x->x^m^^y-/h^mmL (911). 

[0 0 3 3 ] XT-vr9 0 5t3fcV^T. ^iEttzTCP 

^^^'^yh^^^—r<,5 0 4t-^^cr)zi ^^i^ y B ym^iW^ 
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tC(±RST7 1 O^nc^TCP^r^-^y b&'^tP I P^^°^^ 
b^f^lS (90 9) L. ^- yVV-^\zm% ( 9 1 

T c v^yy^ y V ^^{%\^x -n^^9 y 3 y ^mm-h\:X 
ffrtcl PTKl-XA%Ttc51flU^^^N>"y bSr. PDS 
N 1 ( 5 0 3 ) :*^'R S n^^t bili«f*tcaitSfl-rS 

7 1 0;6n^0TCP-^r^^^;>fVh^}lifi^|.O(±MtT-^S) 

h(^yx\ m^y^-j9 9 1 2T-^m^»Jt-^. MfM^ 

n^y^ 9 1 T.XltmAliZ'^^ny^^^y^ ymWf—y^JV 
4 0 0 ^ffiffl^^ . 

[0 0 34] iJ^^^^y 3 y«aT'-yVl^4 0 Ot±. ffffil 

PTK1^X4 0 1 f^l^ffi*;^°-^4 0 2 
aftffl^I PTKlxX4 0 3 t . a«ffl^:^°-b4 04 

oet^^t^h. ^^-^i^Bymm'r-y^)V(?mmim. 

I PTWXW&'f—y^)i^3 0 0^=0 I 0 1 

mim^i^z^j:-^fzht^. ^<7)ivrYV7.{zmLx^m 

S**°-f4 0 2. aflffl^I VTYVXA 0 3. iifl 
f 4 0 4 . RST31^if^^fi^^^^^ ^ft4 0 5 . R 

sTiiifSB#M4 0 6 ^-^zu^ y rt-^ ^ h T-lTd . 

[00 3 5] [a9^0^yiil:7-n^y:^' 9 1 2T1±. tt". S 
fUr^^"^ y b ^ |5l tTC P r? 3 yc7)-fe^-^^ >^ b ^ 

I p T K i^xsiKstiSfi L T V ^ I. * ^ 0 tm'&'r h fz 

rj^t-^'S^H y^ilT^— y;P4 0 Oi^ri^-^'S^Hy 

mm {mm^.i prKi-x4o i. mmM^^-h4 
0 2. afiffl^r Ki^x4 0 3. afiffi^*^°-b4o 

'g.yO-^-^^/O-iil^'g. (9 15) . ^(Wf. i?^^^>^Hy 
^flT— y;^4 0 Otcn:t^^>^H Vffiffi^ tT. S^t^^° 

biODesti nation Address 6 1 2 ^ ^^Rjffi 

*I PTKI-X4 0 1 iZ-Ji^X. S^l^^°^^^y b^OSource 
Address 6 11 ^Mfiffl^ I P T ^" l^X 4 0 3 DATA 

6 1 5^C0TCP^^^^;^yh 7 0 0 c^Desti nation Port 

7 0 2 ^ffiSffi**^- N 4 0 2 tC. Source Port 7 0 1 
^Mff ffl^*^°- b 4 0 4 IZ^tl^ntm^^ . tfz.RS 

mmtk^m^^^y hm^ o 5i^zi±^ ^^l^ i^ibn j: 
^^h^L^^MS-TtYi^amm^t^&^ (916). 

X7"^yT9 0 6t3?^^. 

[0 0 3 6] XT-^yr9 1 5t;fcV^T. ^iM^^^ h b 

—^k-t hzi^^^iysyt^h-^ fzm^^i± ^ ^ ^ X 7" V r 
9 0 edzw^o 0 bxitn^^^iy^y^mr- 

-77^4 0 0i:0RST}||ff f*S^i^^°^=^ ^y M*4 0 5 ^ 
V ^fflN t itS^ L . N j: 0 C> ^ ^ (tixif RST3Mmasm^ 
"r-/ M44 0 5^^nt3fa^L (90S) . RST7 1 0 



( 9 0 9) . 7.'r y r9 0 6 ^3^3V^TRST^Ii^if^^^l^^° 
^^y h¥*4 0 5:^^X#v^fBNJ: ^A^^i^^-^tzm-^ll. RS 

t. RST7 1 0:?in W^°^-^y bJif^j^g-^t'tcSft^N^^^ v 

h^mm-th (911). 

[0 0 3 7 ] L^i."^ffiNmST7 1 Ot^KTiJ'^^^y 

mn^hm.^s,^mm^hi,<7:>x\ 

X^yrg 0 9lZt^K ^TRST^ N°^r .y f liim X 0 (Cf^j^ 
t^^. Versions 0 l(Cfi;4 ^laSt^-g^o IHL 6 0 2 tCJi; 
5 ^iftS-r ^ . Type of Service 6 0 3 IZH 2 MWX 1 
1 1 0 0 0 0 0 ^la^-r-S . Total Length 6 0 4 Ut4 

0 ^rift^t-'g^ , Flags 6 0 6 iZl±-^n^:m^-t^ . Fragm 
ent Offsets 0 7 td^-^rn Sria^t'-gj . Protocol 6 0 9 
teas ^iSSt-So Source AddressG 1 HZlla^^-^^y 
B y^M'r-y'^YA 0 O^Of^lS^^* I PT F 1-'X4 0 1 
&fSSt~^. Destination AddressG 1 2 tC(4Mflffl^ 

1 PT 0 3^iSSt~'g^o Options 6 1 3. Paddi 
ng6 1 4(± I P^v^lC^^s6^V^. DATA6 1 5|^i^TC 
P-1r^-^;><y b7 0 OtCOV^Tfi. Source Port 7 0 1 iZ 
m^W}M^yr^—h4 0 2^iaS^'?>o Destination Port 
7 0 2 ^^^iaflffl^;^°- b 4 O 4 ^ ISSfS . sequence 
Number 7 0 3 t:i{±^fi-1r^?"';^ y hc^D Acknowledgment Nu 

mber 7 0 4 "kt^m^^ . Data Offset 7 0 5 t^ti 5 ^fS 
St'-S « URG7 0 7 . ACK 7 0 8 . PSH 7 0 9 . SYN 7 1 
1 . FIN 7 1 2 i±^uiZt^J^-t^ . RST 7 1 0 ii: 1 
-tt. Options7 1 6. Padding7 1 7. DATA7 1 S(±T 
CP-tr^V^b 7 0 0t3^is6^V^. RST^^°^-v hf^j£ 
a. ^-y b V-^0m^3^ffiL (910). ^mr^y^y 

h^mmt (911). mm^mr-r^. 

[00 38] mBcr)f\\^8 lot LXm9^m^MLfz 

t}\ mi oxijX\^K mi oim9i;z:}5i^fhmmyuy 

^9 1 2t:m^y^y^ 1 0 1 2i^zm^m^fzhcr)Xh 

D . ^wy.wi:^< m txhh. mmyu v ^ i o i 2 

t^fcV^T. XT-'yTl 0 15. 10 1 6{i. ^ti^^tiX 

"r^Tg 15.91 etmtxht. ;^T->yn 0 0 6 
xi±a^^^ y 3 ymm^-y^/Y4 0 oconsmm^tU 

0 6 tJlffiff#Syt^O^*^Xi=\.^fflTt hlil±T-3^ti(fRS 
T}||fifftM4 0 6 IzM^mWm^^L ( 1 0 0 8 ) . RST 
7 1 OtncDTCP-^^'^^yh^r^tsl PJi^yhki'^ 
&-t^ (9 09) . X^^^yTl 0 0 6t;iioV^TRST5Sft 
e#Sij4 0 6 t ?Sffis#M h i?)^:^?^' L ^ ^ ^flT t h J; 0 4^5 
v^J^of^t^^ii. RST 7 1 Otnc^V^^y hlti'^f&^^iZ 
^m-^^iryy^^mm-t^ (911) . L^v^ffiTthfi 
RST 7 10tn(^:ir<^yh^:mm'thmS.t:m%t't^h 
(r)X. T t Yiifii^t-V^Wc^—^^-^yBy\^zf^^:^YiS 

v^^ y Y(^ymm\mthtLh. 
[0 0 3 9 ] "pxal: ms<Dy—^y7^\^zm^\^fzWST 
cp^^^^yBymm^m^tmLfzty. mc^mtm-yj 

m^mi 1 t::^^o Ell lit. I2lS[5l«. PC 1 0 Ifc 
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j;U^'MS 1 0 2:*^"PDSNrHl^f?iJjtJt*^^t. fflStu 

mstrnt^^cTM. PC 1 0 1(7)1 PTVux^p 
D s N 1 ( 5 0 3) vnmLfzmizm^ 1 1 o i sr^f 

[0040] ^cr)^mTl±. PDSNl (503) t^i^ 

^r'Q. t-f. H5tCi3l^TPC 10 1 t^f-^S^5 0 At^ 
TCPr?:t^^>-H ySrffilt (5 08) L^-^^^t:!. 
r\3 0 A^='i^cr)^i^J<^-/ b c^ODesti nation Address6 
1 2 fc— Ifct'SffKS*! PT]-UXA 0 1 t-9^^T. 
^ffy\°^«7 b^OSource Address 6 1 1 ^Mflffl^I PT 
K1^X4 0 3tC. DATA6 1 5 F^^OTC P -tr^^';^ > f 7 0 
0(7)Destination Port? 0 2 b 4 0 2 

tC. Source Port 7 0 1 ^Mflffl^*"- b 4 0 4 iZ-^tl 

mtstt^r^. nsmmfk^m^^y-/ ba4 o 5. nsm 
mmjiA0 6i±mmL^s^\ ^lx. pcioit-tf^ 

r\5 0At^TCPa:^^^^yBy^m-m.Lrzb^(iZ. -^fn 

[004 1 ] ^^3. TCP(73r7;^^>^H yW±fi;SYN7 
1 l;&n(7)TCP-tr^-;^yf:^?^TC 10 1 -^—/^5 0 

4rsiTsi^t^?^gft§ix^^^&i^ait-^ ^ t Tisiit-^ 

tfz. ^^-l^i-By%mit. FIN7 12 
;5)n^0TCP-tr:^";><y h;&^"PC 1 0 1 -^f-^S^ 5 0 4 S 
TmMzM^m^ti^(/y^miii^^ - t r ^: 

^^'T^'&o =?^^^'S^Hy«JMT--:7"Vl/4 0 0tcn:t^^^^ 
3 yW¥g*^^tS*ft§n/-c^^®T I PT KUX*«^S§^x;t 
^^i7)^fJSl 1 0 Ic^l^S^Hl 2(c^-ro 
[0042] HI 2(^Z^i^X. W&i^^l PT¥\yX<^) 

nmt^^^^i^ h ( 1 2 0 1 ) . n^t-^^ 3 y«fix- 

y;k4 0 0t3. 3;^^'>^3y;6^^Sii§ixTV^-&;^j^^W€ 
(1 2 0 2) . PT bl^ 

xWm'T-r^l^S 0 0cOffiffl4^y^^^"3 0 2 5r*ffiffltc 
LTMa^$*;t^ (1 2 0 6 ) . Xy-y Tl 2 0 2 tC*^ 
V^TTCPr?:t^^i^Hy;0^'^Sf§^xTV^7t^l^{i. SSf 
$ixT\.^^:^TOr?:^^>-3 y(:i>r^L. RST ( 7 1 0 ) 
;^?ncOTCP-tr:?^^";^y hSr-^t^yA^^^y hSrf^jS (12 0 

3 ) . bv-^igiatcaa^t'^ ( i 2 04 ) . 

f*. a^^^>^3y^fiT--y;b4 0 Ot^^oV^T. 
tlTt I PTKl-Xt— ifcf^f^Sjffi*! PTKI-X4 0 
1 tCoO^T . b 4 0 2 . aftffl# I P r b 



l-;^4 0 3. afiffl^*-b4 0 4^-^n^'Urt ( 1 

2 0 5). iprvu^>.wm'r-y^/v3oo(^)mm^y 

y^"3 0 2 ^*ffiffltC-rS (1 2 0 6) . 
[0043] 

[^Hj^osss] ^mm^cofmf^zthtc^x iptvu 
[0 044] m—zL^^(7:)\^mmmr^^x^m 
^miz^t. 

[Ell ] ^m^^^-/ hmmm^Mf&^7jk'rmxh& . 
[EI2] ^^ir^yi^m^m^mmc^mf&^fj^^mxh^. 
ms] I prFi-xsijSx-y;p^^t~HTfe^. 
[H4] a^^^i^By^rn'r-yj^^^r^^mxh^. 

[0 5] PC 1 0 l*My^— ^-7 M 0 7|^t?)^-^s- 
5 04 ^^N^^r.y hMit^mi^'t^t^coy^^yxmx 

[He] I P^N^^^v bi7)r?^— -^^7 N^^^t^Hr^^o 
[EI7] TCP-tr^^"^y b^oy ^-v>7 h^^-THT-* 

[H8] PC 1 0 lio it^'MS 1 0 2:^^^'PD SNTeS^?? 
y LT f^Kla^^T C P n ^t-^^ >^ 3 ^ ^^:^ift-S S^- 

^yxMThi^. 

[m9] m8(;Z}ii-^X . PD SN 1 0 5:;??^':t-y b^— 
mn^^^ I Pr<jr^yh^:^mLrzt^<7)yu-^-sr-h 

xhr^x. Tcpcr)P^sT-^^^^?<yhcr)mmmm^'Sm 

r^^ y bST'^M»t-^**^^^n-^^-b^*t-. 
[HI 0 ] HStCfcl^T. PD SN 1 0 5*^"^-y bV- 
^^HIII:^^^ I P^^°^^^y b2:SflL7tt#^yn-^^- 

bT*-:>T. TCPc7)RST^Ii?'-\Xy bt^ilfiPalPl^Sf 

[HI 1 ] PC 1 0 1 ^5 it/^MS 1 0 2:;^?^'PD SNPhI^ 
l^mLfzm^^l^Z^ I PTblxXiOfllS^^ bU^'t^LT?^ 

iSfii ^0 Tcpa:^^^i^By^ hi^-^ yxmxh 

[HI 2] HI Itci^UT. iPTYVxaMlk^'il-^ 
101---PC. 102---MS. 105---PDSN. 10 

y9—%-/V. 3 0 o--- 1 prYvy-.w&'f—y 

4 0 O-'-rJ^t-'^S^ay^Jlx-^^Vb. 6 0 0---IP 
^^°^^yb. 7 0 0---TCP-^r^Vy b. 7 0 8---AC 
K. 710---RST. 711---SYN, 
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[01] 

m 1 




BSC- 



2 D 1 a 



UF 



2 0 1b 



1 



mmmm 
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